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I. INTRODUCTION

On June 26, 1997, pornographers, computer hackers, and free speech
advocates breathed a collective sigh of relief-the United States
Supreme Court had found the Communications Decency Act (CDA) of
1996 unconstitutional.' Meanwhile, imagining a parade of unchecked
horribles including kidnapping and pedophilia committed with the help
of computers, child protection advocacy groups undoubtedly believed

* Editor's Note: This Note received the Gertrude Brick Law Review Prize for the best
Note submitted Fall 1997.
** This Note is dedicated to my parents, David and Virginia McCausland, for their
unconditional love and support, and to all the devoted teachers and professors who have inspired
me, especially Linda Cardiff, Connie Shelnut, and Ronald Schuchard.
I. See Reno v. ACLU, 117 S. CL 2329, 2351 (1997).
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new legislation was needed to fill the gap left by the CDA. In the wake
of Reno v. ACLU,2 concerned parents and citizens legitimately are
wondering whether law enforcement officials have the legislative tools
necessary to prosecute computer criminals. Many believe new legislation
is necessary to combat a new breed of criminals who are becoming
increasingly computer savvy. Free speech advocates and those dedicated
to preserving individual liberties on the internet, however, are skeptical:
" 'I hear "pedophile" every time they try to justify some new intrusion.... There's nothing inappropriate about law enforcement policing
cyberspace, but I'm skeptical of all their claims. There aren't enough
pedophiles in the country to justify all the hype.' "'
This Note profiles different types of computer crimes, examines the
legislative tools available to law enforcement officials in the fight
against computer crime, and contemplates whether new legislation is
necessary. Part II discusses various types of computer crimes, the
legislation that criminalizes them, and provides examples of illustrative
cases. Part III explains and provides illustrative cases of non-computer
crimes. Part IV examines whether legislation originally intended to
target computer crimes should be expanded to include non-computer
crimes. Finally, Part V details the obstacles police face when enforcing
computer crimes and suggests alternative solutions.
This Note discusses all types of crime committed with the use of
computers and the internet.4 For the purposes of this Note, the term
"computer crime" refers to crimes for which a computer and the internet
are necessary elements. Examples of true computer crimes include
hacking, cracking, computer fraud, electronic trespass, and electronic
theft. The term "non-computer crime" refers to crimes for which persons
may use a computer but need not use a computer to commit. Examples

2. 117 S. Ct. 2329 (1997).
3. Jo-Ann M. Adams, ControllingCyberspace:Applying the ComputerFraudandAbuse
Act to the Internet, 12 SANTA CLARA COMPUTER & HIGH TECH. L.J. 403, 417 (1996) (quoting
Mike Godwin, attorney for the Electronic Frontier Foundation).
4. For a straightforward definition of the word "internet," see Jeffrey Taylor, Liability
of Usenet Moderatorsfor Defamation Publishedby Others: Flinging the Law of Defamation into
Cyberspace, 47 FLA. L. REV. 247, 251-53 (1995). Taylor explains:
The internet is one of the largest networks of computer information resources. The
internet began as a computer network called Arpanet. The Department of Defense
developed Arpanet in the late 1960s to link communications among military
installations in order to survive a nuclear exchange involving the United States.
Later, this military system was expanded to include computer networks connecting
academic and research communities. This network eventually became the internet.
Id. at 251 (footnotes omitted).

https://scholarship.law.ufl.edu/flr/vol49/iss3/5

2

McCausland: Regulating Computer Criem After Reno v. ACLU: The Myth of Additio
COMPUTER CRIMES

of non-computer crimes include distribution of pornography, pedophilia,
gambling, and stalking. Although non-computer crimes like pedophilia
gain a larger share of media attention and public concern, the prevalence
of computer crimes such as electronic trespass and theft may be a more
serious problem.
II. COMPUTER CRMS
Typical computer crimes include hacking, cracking, and distributing
worms and viruses.' "Hackers" typically are individuals who engage in
computer trespass as a mere hobby and do not consider it a crime.6
Some hackers, however, intend to engage in criminal activity and are
known as "crackers." 7 Devices used by hackers include worms and
viruses, computer programs that can travel throughout the internet and
cause vast amounts of damage by destroying data and causing shutdowns.8
Computer break-ins, another type of crime frequently committed by
hackers, are among the most destructive computer crimes. Organizations
such as the Italian Mafia, Columbian drug cartels, and Russian
organized crime groups have hired skilled hackers.9 A recent study
found that fifty-eight percent of corporations surveyed suffered computer
break-ins within a one-year period, most exceeding $50,000 in damage." A similar study in 1995 revealed that over twenty companies had
suffered losses in excess of one million dollars due to computer breakins." In 1993 alone, there were four hundred electronic break-ins to
Department of Energy computers. 2
Computer fraud is another type of computer crime that can be
extremely costly. Examples of computer fraud include credit card
number thefts, unauthorized transfers of funds, securities scams, and

5. Adams, supra note 3, at 409.
6. Id. A typical example of hacking occurred in September of 1996, when hackers altered
the CIA's internet home page. Mark Grossman, Drawinga Bead on Cyber Crime, LEGAL TIMES,
Oct. 13, 1997, at 27. The hackers added obscenities and changed the agency's name to "Central
Stupidity Agency." Id.
7. Adams, supra note 3, at 409.
8. Marc Friedman & Kristin Bissinger, "Infojacking": Crimes on the Information
Superhighway, 9 No. 5 J. PROPRIETARY RTS. 2, 4 (1997).
9. See generally Joshua Cooper Ramo, Crime Online: Mobsters Arund the World Are
Wiringfor the Future, TIME, Sept. 23, 1996, at TD32 in Time Digital Supplement.
10. M.J. Zuckerman, CybercrimeAgainst Business Frequent,Costly, U.S.A. TODAY, Nov.
21, 1996, at IA.
11. Peter H. Lewis, Lossesfrom Computer BreachesAre on the Rise, a Study Finds,N.Y.
TIMES, Nov. 20, 1995, at D2.
12. Adams, supra note 3, at 410.
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even traditional pyramid investment schemes. 3 In 1995, an MCI
that
Telecommunications, Inc. employee operated a calling-card scam
4
cost several telephone companies twenty-eight million dollars.
A. The Computer Fraudand Abuse Act of 1984
Though a wide variety of computer crimes exist, the federal
government has an effective weapon at its disposal-the Computer
Fraud and Abuse Act of 1984 (CFAA). 5 Covering all types of computer-based crime, including fraud perpetrated via computers, the CFAA
was the first federal computer crime statute passed by Congress.
Although only one indictment was made under the CFAA as it was
originally enacted, it subsequently has been amended to provide an
effective mechanism for prosecution. 7
Under the CFAA, the following activities qualify as federal crimes:
(1) to knowingly access a computer without authorization and obtain
certain information; (2) to use a computer to commit fraud; (3) to
trespass on a protected computer; (4) to transmit commands that cause
damage to a protected computer; and (5) to traffic in unauthorized
passwords.' Under the Act, a protected computer is defined as one that
is used in interstate commerce or foreign commerce or communications. 9 Therefore, private computers that communicate across state
lines qualify as protected computers for purposes of the Act.2" Violations of the CFAA can result in up to ten years for a first offense and
up to twenty years for subsequent offenses."
B. Illustrative Cases Under the CFAA
Perhaps the most notorious case prosecuted under the CFAA is
United States v. Morris.22 During the fall of 1988, Morris was a
computer science graduate student at Cornell University.' As such,
Morris had a student computer account through the Computer Sciences
13. Id. at 411.
14. Jeri Row, Man Laments Calling-CardScam: On His Way to Prison, GREENSBORO
N.C. NEWS & REC., Apr. 30, 1995, at BI.
15. 18 U.S.C. § 1030 (1994).
16. Friedman & Bissinger, supra note 8, at 3.
17. Id.
18. 18 U.S.C. § 1030(a) (1994).
19. Id. Certain provisions of the act are limited to computers for the exclusive use of
financial institutions or the federal government. Id.
20. Friedman & Bissinger, supra note 8, at 3.
21. 18 U.S.C. § 1030(c) (1994).
22. 928 F.2d 504 (2d Cir. 1991).
23. Id. at 505.
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Division.' Using his significant computer expertise, he began work on
a program for a computer "worm."' His goal was to reveal the defects
in existing security for computer networks.26 After including a variety
of design specifications which would ensure that the worm could not be
easily destroyed,27 Morris released the computer worm from a computer at the Massachusetts Institute of Technology in November of 1988.28
Quickly, Morris realized that the worm was replicating and infecting
computers at a much faster rate than he had planned. 29 As a result,
many computers across the country crashed, including those at university, military, and medical institutions.3" The estimated cost of correcting
the problem at individual sites ranged from $200 to over $53,000.
Morris later was convicted by a jury for violations of the CFAA.32
Morris' appeal before the Second Circuit raised two issues.33 The
first issue was whether the government, under the CFAA, must prove
that a defendant both intended to access a federal interest computer and
intended to prevent authorized use of the computer's information and

24.
25.
26.
27.

Id.
Id.
Id.
Id. The court explains Morris' plan:

Morris sought to program the INTERNET worm to spread widely without drawing
attention to itself. The worm was supposed to occupy little computer operation
time, and thus not interfere with normal use of the computers. Morris programmed
the worm to make it difficult to detect and read, so that other programmers would
not be able to "kill" the worm easily.
Morris also wanted to ensure that the worm did not copy itself onto a computer
that already had a copy. Multiple copies of the worm on a computer would make
the worm easier to detect and would bog down the system and ultimately cause the
computer to crash. Therefore, Morris designed the worm to "ask" each computer
whether it already had a copy of the worm. If it responded "no," then the worm
would copy onto the computer; if it responded "yes," the worm would not
duplicate. However, Morris was concerned that other programmers could kill the
worm by programming their own computers to falsely respond "yes" to the
question. To circumvent this protection, Morris programmed the worm to duplicate
itself every seventh time it received a "yes" response. As it turned out, Morris
underestimated the number of times a computer would be asked the question, and
his one-out-of-seven ratio resulted in far more copying than he had anticipated.
Id. at 505-06.
28. Id. at 506.
29. Id.
30. Id.
31. Id.
32. Id.
33. Id.
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thereby cause loss. 4 Morris argued that the adverb "intentionally"
modified both phrases in the statute, and sought to show that he lacked
35
the requisite intent for the second requirement-to cause loss.
Considering the issue, the court noted that Congress had amended the
intent requirement in 1986, changing it from "knowingly" to "intentionally.' 36 Concerned that a "knowingly" standard might criminalize
accidental or inadvertent access or trespass of protected computers,
Congress changed the requirement in order to punish only those who
possessed clear intent to enter an unauthorized computer system. The
Morris court, however, rejected Morris' argument and found that the
"intentionally" standard applies only to the "accesses" portion of the act,
and not to the causation of damages.3"
The second issue involved the statutory requirement of "unauthorized
access."39 Morris argued that because he had been granted access to a
federal interest computer through his student account, he was not within
reach of the statute.' The court, however, held that "Congress did not
intend an individual's authorized access to one federal interest computer
to protect him from prosecution, no matter what other federal interest
computers he accesses. ' '41
Thus, the Second Circuit clarified two potentially ambiguous areas
of the CFAA. First, Morris confirmed that a defendant can be convicted
for unauthorized trespass onto protected computers even if he or she
lacks the intent to do damage.42 Second, Morris established that
authorized access to a protected computer that is connected to the
internet does not translate into authority to access all other protected
computers on the interet.43 Both holdings strengthened the
government's ability to successfully convict computer criminals under
the CFAA.
United States v. Rice" reveals another way in which the CFAA has
been used by the government to effectively combat computer crimes.
Rice was charged with several crimes stemming from his involvement

34. Id. at 507.
35. Id.
36. Id.

37. Id. at 507-08.
38. Id. at 509.
39. Id.

40. Id. at 511.
41. Id.

42. Id. at 509.
43. Id. at 511.
44. No. 91-5786, 1992 U.S. App. LEXIS 9562 (4th Cir. May 4, 1992).
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in a conspiracy to launder the drug dealing profits of a friend.45 Rice
was a longtime agent of the Internal Revenue Service (IRS).46 After
becoming aware that a close friend was involved in drug dealing, Rice
helped the friend avoid forfeiture of his house by advising him to
transfer the title to a mutual friend.47 Rice's participation in the scheme
included preparing the promissory note executed to make the transfer
appear bonafide.48
Sometime later, Rice used IRS computers to determine that the
criminal division of the IRS was, in fact, actively investigating his
friend.49 Exceeding his authority as an agent of the IRS, Rice obtained
and disclosed this information, including confidential computer printouts,
the identity of the investigating officer, and details of the investigation." As a result, Rice was convicted by a jury under CFAA for
"accessing the computer system of a government agency without
authority."'" Despite his argument on appeal that there was insufficient
evidence to sustain the conviction, the Fourth Circuit affirmed Rice's
conviction. 2
Cases like Morris and Rice reveal the broad variety of situations
which are covered by the CFAA. The CFAA is a useful tool to the
government because it can be applied to all true computer crimes. Under
the CFAA, the mere act of deliberately accessing a protected computer
without authorization is a federal offense.53 Additionally, it explicitly
criminalizes acts such as trafficking in computer passwords and
"altering, damaging, or destroying data, or preventing authorized use of
the computer," which would otherwise be difficult to prosecute under
pre-existing laws.' If prosecuting agencies feel powerless against

45. Id. at *1.
46. Id. at *1-'2.

47.
48.
49.
50.
51.
52.
53.

Id. at *2.
Id.
Id.
Id. at *2-*3.
Id. at *1.
Id. at *5.
See 18 U.S.C. § 1030(a)(3) (1994). This section provides:

Whoever... intentionally, without authorization to access any computer of a
department or agency of the United States, accesses such a computer of that
department or agency that is exclusively for the use of the Government of the
United States ...shall be punished as provided in subsection (c) of this section.

54. Id. § 1030(a)(6).
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computer criminals, they need look only as far as the CFAA for a
powerful weapon.
III. NON-COMPUTER CRIMES
Unlike true computer crimes, however, non-computer crimes are
possible without the use of computers or the internet. Yesterday's
stalkers used obscene telephone calls and threatening letters to harass
their victims. Today's stalkers use modems and e-mails to send frightful
messages and graphics to victims. Pedophiles who once lured young
children away from playgrounds and shopping centers now pick their
victims from internet chat rooms. Former mail-order pornographers find
that their business prospers when customers are able to sample the
merchandise via the internet.
Criminals of all types are using computers and the internet to
reinvent traditional ways of committing crimes. For example, a Florida
man was arrested in Kentucky after kidnapping a thirteen-year-old
Chicago boy he met over the internet.55 Similarly, in Massachusetts, a
56
man was arrested for raping two youths he met using a computer.
Business at virtual reality casinos, usually based in countries where
gambling is legal, is booming. 7 A Texas college student was indicted
for e-mailing death threats to President Clinton.58
In a frenzy of hysteria about the dangers of internet crime, moral
activists and child protection groups rallied in support of efforts to
prosecute individuals caught committing crimes involving the internet,
such as distributing pornography. United States v. Thomas 9 illustrates
the overwhelming amount of concern in this area. Briefs were filed on
behalf of the National Law Center for Children and Families, the
National Family Legal Foundation, Morality in Media, the American
Family Association, the Maryland Coalition Against Pornography, Focus
on the Family, the National Coalition for the Protection of Children &
Families, and several other similar organizations.' Filing amicus briefs
on the other side of the issue were groups such as the American Civil
Liberties Union Foundation, the National Writers Union, Feminists for
Free Expression, and the Thomas Jefferson Center for the Protection of
Free Expression.6

55.
56.
57.
58.
59.
60.
61.

Friedman & Bissinger, supra note 8, at 9.
Id.
Adams, supra note 3, at 415.
Id.
74 F.3d 701 (6th Cir. 1996).
Id. at 704.
Id.
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Despite all the concern, some courts have had little trouble applying
established concepts to the new factual situations presented by the
internet, suggesting that new legislation may not be necessary. For
example, in Thomas, the Sixth Circuit interpreted existing obscenity
laws to cover transmission of pornography over the internet.62 In
Thomas, the defendants were convicted under federal obscenity laws in
connection with their operation of a computer bulletin board.6' Using
the defendants' bulletin board system, persons could order sexuallyexplicit material sent through the United Parcel Service.' Also, persons
could pay a membership fee and receive a password which enabled them
to view, download and print pornographic pictures from the defendants'
bulletin board.6 After an undercover investigation revealed the nature
of the defendants' business,' the defendants were charged under 18
U.S.C. § 146567 with six counts of "knowingly using and causing to be
used a facility and means of interstate commerce-a combined
computer/telephone system-for the purpose of transporting obscene,
computer-generated materials in interstate commerce.""
On appeal, the defendants argued that section 1465 did not apply to
intangible objects like computer files and that Congress did not intend
to regulate computer transmissions of pornography.69 The court,

62. Id. at 706-10.
63. Id. at 704-05.
64. Id. at 705.

65. Id.
66. Id. An investigation conducted by the United States Postal Inspector revealed that the
defendants' service offered computerized files depicting bestiality, oral sex, incest, sado-

masochistic abuse, and sex scenes involving urination. Id.
67. The statute provides:
Whoever knowingly transports in interstate or foreign commerce for the purpose
of sale or distribution, or knowingly travels in interstate commerce, or uses a
facility or means of interstate commerce for the purpose of transporting obscene
material in interstate or foreign commerce, any obscene, lewd, lascivious, or filthy
book, pamphlet, picture, film, paper, letter, writing, print, silhouette, drawing,
figure, image, cast, phonograph recording, electrical transcription or other article
capable of producing sound or any other matter of indecent or immoral character,

shall be fined under this title or imprisoned not more than five years, or both.
The transportation as aforesaid of two or more copies of any publication or two
or more of any article of the character described above, or a combined total of five
such publications and articles, shall create a presumption that such publications or
articles are intended for sale or distribution, but such presumption is rebuttable.
18 U.S.C. § 1465 (1994).
68. Thomas, 74 F.3d at 706.
69. Id.
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however, reasoned that the defendants improperly focused on the means
by which the files were transferred, rather than the fact that the process
enabled hard copies to be transmitted to distant locations." Additionally, the court reasoned that the language of the federal obscenity law
should be construed to include computer transmissions and to find
otherwise would undermine Congress' general intent.7 Additionally,
the court found that because of the statute's use of the terms "transports," "distribution," "picture," and "image," the defendant's activity
fell within the plain meaning of the statute.7 2
In organizing their bulletin board service, the Thomas defendants
took the old idea of mail-order pornography into the modem era. The
court, however, rose to the challenge presented by the novel factual
scenario and affirmed the defendants' sentences despite the fact that
Congress had not specifically included computer transmissions within
the language of the statute.73
In a similar manner, other courts effectively have applied existing
legislation to affirm convictions of individuals who have used the
74 the
interet to execute their crimes. In United States v. Carroll,
defendant was charged under the federal child pornography statute75
after his wife discovered that he had taken more than forty sexually
suggestive photographs of his young niece, Brittany.76 The federal child

70.
71.
72.
73.
74.
75.

Id. at 707.
Id. at 708.
Id. (quoting United States v. Maxwell, 42 M.J. 568, 580 (A.F. Ct. Crim. App. 1995)).
Id.
105 F3d 740 (1st Cir. 1997).
18 U.S.C. § 2251(a) (1994). This section provides:

Any person who [1] employs, uses, persuades, induces, entices, or coerces any
minor to engage in, or [2] who has a minor assist any other person to engage in,

or [3] who transports any minor in interstate or foreign commerce, or in any
Territory or Possession of the United States, with the intent that such minor engage
in, any sexually explicit conduct for the purpose of producing any visual depiction
of such conduct shall be punished as provided. . . , if such person knows or has
reason to know that such visual depiction will be transported in interstate or foreign
commerce or mailed, or if such visual depiction has actually been transported in
interstate or foreign commerce or mailed.
Id.
76. Carroll, 105 E3d at 741. The court explains the facts leading up to the defendant's

conviction:
In the summer of 1995, the appellant separated from his wife, Tammy. While
sorting out her husband's personal effects, Tammy discovered two rolls of
undeveloped film. The film contained 46 photographs of the appellant's adolescent
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pornography statute requires that the defendant "knows or has reason to
know that such visual depiction will be transported in interstate...
commerce."' Evidence revealed that the defendant had discussed with
Brittany plans to scan the pictures into a friend's computer and
distribute them over the internet." In Carroll, the First Circuit found
that this testimony, if credible, could satisfy the requisite element, as
transmission of photographs over the internet was equivalent to
transporting the photographs in interstate commerce.79
The decision in United States v. Baker,"0 however, reveals that
courts do not automatically find that a defendant's use of the internet
makes him or her more culpable than if more traditional mechanisms
were employed. In Baker, the court suggested that a defendant's use of
the internet to send harassment and threats was not cause for uncommon
alarm."1 The defendants were charged under 18 U.S.C. § 875(c)82 after
using the internet to transmit messages about injury and kidnapping via
electronic mail (e-mail). 3 One defendant sent e-mails expressing "a
' Additionally,
sexual interest in violence against women and girls."84
niece, Brittany. Many of these photographs depicted Brittany in various states of
undress, wearing her mother's lingerie, holding sex toys and inserting them in body
cavities, and posing suggestively. After an investigation spearheaded by the Federal
Bureau of Investigation (FBI), the government concluded that the appellant took
these photographs on January 8, 1995, (when Brittany was 13 years of age.)
Carroll's indictment, trial, conviction and sentencing followed.
Id. (footnote omitted).
77. 18 U.S.C. § 2251(a) (1994).
78. Carroll, 105 F3d at 742.
79. Id.
80. 890 F. Supp. 1375 (E.D. Mich. 1995), aff'd sub nom. United States v. Alkhabaz, 104
F.3d 1492 (6th Cir. 1997).
81. Id. at 1390-91.
82. 18 U.S.C. § 875(c) (1994) reads: "Whoever transmits in interstate or foreign commerce
any communication containing any threat to kidnap any person or any threat to injure the person
of another, shall be fined under this title or imprisoned not more than five years, or both." Id.
83. Baker, 890 R Supp. at 1378-79.
84. Id. at 1379. Specifically, one of the defendant's e-mails stated the following:
"I highly agree with the type of woman you like to hurt. You seem to have the
same tastes I have. When you come down, this'll [sic] be fun!
Also, I've been thinking. I want to do it to a really young girl first! 3 [sic] or
14 [sic]. There [sic] innocence makes them so much more fun-and they'll be
easier to control. What do you think? I haven't read your entire mail yet. I've
saved it to read later, in private. I'll try to write another short phantasy and send
it. If not tomorrow, maybe by Monday. [sic] No promises. [sic]"
Id. at 1387 (footnote omitted).
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one defendant posted a story in a bulletin board newsgroup, publicly
available on the internet, which vividly described the rape, torture, and
murder of a woman who was one of the defendant's classmates at the
University of Michigan."
At issue in Baker was whether the communications were protected
by the First Amendment.86 To determine whether the speech was
87
protected, the court examined whether the e-mails were "true threats."
The government argued that the e-mail messages constituted a "firm
plan of action." 8 The court, however, disagreed and held that the emails constituted fantasies which fell short of an unequivocal, immediate
threat.89

In a similar e-mail defendant stated:
"I would love to do a 13 or 14 year old. I think you are right.., not only their
innocence but their young bodies would really be fun to hurt. As far as being easier
to control ... you may be right, however you can control any bitch with rope and
a gag ... once [sic] tey [sic] are tieed [sic] up and struggling we could do
anything we want to them.., to any girl. The trick is to be very careful in
planning. I will keep my eye out for young girls, and relish the fantasy ... BTW
how about your neighbour at home, youm [sic] may get a chance to see her...
?... ?"
Id. (footnote omitted).
85. Alkhabaz, 104 F.3d at 1497 & n.1 (Krupansky, J., dissenting). Judge Krupansky,
dissenting from the Sixth Circuit's affirmation of the district court's dismissal, states, "Overall,
these misogynistic articles evince an extreme and morbid fascination with the concept of the
physical and psychological abuse and torment of women and young girls, described in lurid
detail, and often culminating in murder." Id. The text of the defendants' graphic and disturbing
story begins:
"She's shaking with terror as Jerry and I circle her. She'd [sic] almost completely
nude now-we've made her take off all her clothes except for her bra and panties.
As Jerry and I pass by her, we reach out and feel her velvety flesh, caress her
breasts and ass through her underwear. Jerry and I snap pictures of her tiny
trembling body from all angles. She says in a little, terrified voice, 'Why are you
doing this ... I've never hurt you.., p-please stop!' I pause in front of her. Jerry
smiles at her terror. He laughes at her pitiful pleas. I say, 'Shut the fuck up, stupid
whore!' and hit the side of her head, hard. She collapses onto the ground, crying,
curling up into a little ball."
Id. at 1497 n.1 (Krupansky, J., dissenting).
86. Baker, 890 F Supp. at 1381.
87. Id. In Watts v. United States, 394 U.S. 705 (1969), the Supreme Court recognized that
"[w]hat is a threat must be distinguished from what is constitutionally protected speech," id. at
707, and established that the government must prove a "true threat" for a conviction under the
statute to be upheld, id. at 708.
88. Baker, 890 F. Supp. at 1386.
89. Id. at 1390.
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The court realistically noted that "all of the language for which
Baker is charged was contained in private e-mail messages" which
"were not available in any publicly accessible part of the Internet, and
[that] there is no allegation that they were ever distributed in any
format."' Additionally, the court focused on another fact unique to
internet communications-the virtual anonymity of the individual
receiving Baker's messages.9" The court stated, " 'he' could be a ten
year old girl, an eighty year old man, or a committee in a retirement
community... gathered around a computer."' The court suggested
that because of these elements, the recipient of Baker's messages had no
reason to fear violence absent an overt act such as is necessary in
furtherance of a conspiracy.93
As Baker demonstrates, established legal concepts easily can be
applied to new factual situations involving computers and the internet
to achieve a just result. Publicity surrounding the Baker case spawned
a great deal of public concern, partly because of the mystery and
perceived hazards associated with the internet.94 The anonymous nature
of internet use tends to alarm parents and children's interest groups, who
perceive it as a haven for pedophiles and murderers hiding behind false
identities. Ironically, this very factor led the Baker court to conclude
that the defendant's e-mails were not a serious threat. 95
IV. EXPANSION OF THE CFAA TO INCLUDE
NON-COMPUTER CRIMES
The large amount of concern surrounding non-computer crimes such
as pedophilia and distribution of pornography led to a proposed
amendment which would expand the CFAA to include non-computer
crimes. 96 The amendment, known as the National Information Infrastructure Protection Act of 1995 (NIIPA),9 7 was proposed by Senator
Leahy, but failed to emerge from the Judiciary Committee." Instead,
Congress passed the Communications Decency Act, which was declared
unconstitutional by the United States Supreme Court on June 26,

90. Id. at 1386.
91. Id.

92.
identities
93.
94.

Id. Additionally, the court recognized that "[r]ole playing and adopting assumed
is common in on-line communities." Id. at 1386 n.17.
Id. at 1386.
Id. at 1390.

95. See id. at 1386.

96. Adams, supra note 3, at 432-33.
97. S. 982, 104th Cong., 1st Sess. (1995).
98. Adams, supra note 3, at 432.
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1997. 9 In light of Reno, it has been argued that the 1995 proposed
amendment should be used as a model to expand the CFAA to include
non-computer crimes." ° The NHPA would have made the CFAA
applicable to any offense " 'committed in furtherance of any criminal
or tortious act in violation of the Constitution or laws of the United
States or any State.' "' ' Thus, the proposal would create a separate
federal offense derivative to the underlying crime."
Proponents of the revision argue it would "address the current gap
for noncomputer crimes."' 3 Additionally, supporters of the amendment
note that the authority to define and prosecute underlying state crimes
is left to the states." 4 Furthermore, they argue that the amount of
statutory analysis would be minimized and the statute would be unlikely
to be found unconstitutional. 5 Passing such an amendment would,
however, attach extra penalties to those crimes where computers and the
internet were involved. Thus, such an amendment raises the issue of
whether computer criminals deserve greater punishment than traditional
criminals.
A. Increased Culpability of Computer Criminals
Those who support expanding the CFAA to include non-computer
crimes assert that there is a "gap" in existing law." 6 Many perceive
non-computer crimes as a7 serious threat to society and clamor about the
"need for legislation."" In the case of non-computer crimes like
distribution of pornography and pedophilia, legislation was passed long
ago to criminalize the underlying crimes. Thus, expanding the CFAA to

99. See Reno v. ACLU, 117 S. Ct. 2329, 2351 (1997). The purpose of the CDA was to
protect children from online pornography. See Computer Connection: CommunicationsDecency
Act Challengedin Court (CNN television broadcast, Mar. 23, 1996), availablein LEXIS, News
Library, Script File. Critics of the law, however, argued that it was unconstitutional and that
"[t]he effect of the law we're challenging is going to reduce the adult population to reading and
doing only what is appropriate for an 8-year-old child." Id. Supporters of the CDA, such as
Cathy Cleaver of the Family Research Council responded that, "It doesn't make sense, it's
illogical, and it's just plain not fair to let adults give porn to children online, when they can't
do it at a video store and they can't do it in a magazine store, or on TV or over the telephone."
Id.
100. See Adams, supra note 3, at 432-33.
101. Id. at 432 (quoting S. 982, 104th Cong., 1st Sess. (1995)).
102. Id.
103. Id.
104. Id. at 433.
105. Id. at 434.
106. Id. at 433. "By implementing this particular provision, the Computer Fraud and Abuse
Act would address the current gap for noncomputer crimes." Id.
107. Id. at 419.
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non-computer crimes would not merely give the federal government a
primary means of prosecution, but would create double criminal liability.
Therefore, the proposed amendment presupposes that criminals are
somehow more culpable when they use computers.
Whether computer use made a defendant more culpable was
addressed in United States v. Delmarle0 In Delmarle, the defendant
used e-mail to send ten sexually explicit pictures to an individual using
the screen name "Aaron 12M."'"° In reality, Aaron 12M was not a
twelve-year-old boy, but a confidential informant who contacted Florida
law enforcement officials after receiving the pictures."0 The defendant
was convicted of "knowingly transporting pictures of minors engaged in
sexually explicit conduct," in violation of the federal child pornography
statute."' At sentencing, the district court departed upward from the
sentencing guidelines, partly because of the defendant's "use of a
the pictures to solicit a minor to engage in sexual
computer to transfer
' 2
him."
with
activity
On appeal, the defendant challenged the sentence, arguing that his
use of a computer did not warrant an upward departure from the
guidelines."' The court, however, agreed with the district court's
finding that" '[t]he use of Internet computers to transfer child pornography to minors to seduce a minor to engage in sexual activity is outside
the heartland of cases covered by the sentencing guidelines. . . .' ""
The Second Circuit clarified that the upward departure was "not simply
for the use of a computer," but for using a computer to exploit
children." 5 Nonetheless, the Second Circuit approved the idea that the
defendant's use of a computer to commit his crimes warranted greater
punishment." 6
As Delmarle demonstrated, at least one court has agreed that
criminals who use a computer deserve greater punishment. At first
glance, however, the reasoning of the Delmarle court breaks down. It is
irrational to conclude that a pedophile who lurks around elementary
school playgrounds, searching for children to sexually exploit, is
somehow less culpable than a pedophile who accomplishes the same
goal using the internet. Likewise, it is absurd to consider a threat made

108.
109.
110.
111.
112.
113.
114.
115.
116.

99 E3d 80 (2d Cir. 1996), cert. denied, 117 S.Ct. 1097 (1997).
Id. at 82.
Id.
Id.
Id.
Id. at 84.
Id. (quoting the judgment of the district court).
Id.
Id. at 86.

Published by UF Law Scholarship Repository, 1997

15

Florida Law Review, Vol. 49, Iss. 3 [1997], Art. 5
FLORIDA LAW REVIEW

[Vol. 49

via the internet worthy of more punishment than one made over the
phone or through the mail. There may be, however, a legitimate
justification for attaching greater punishment to crimes where computers
and the internet are involved.
B. IncreasedDanger to Society
A considerable amount of speculation exists that the internet has
increased the prevalence of certain crimes. An argument in favor of
expanding the CFAA to non-computer crimes could therefore be based
on the fact that the internet makes certain crimes more dangerous.
The internet has become a convenient arena to reinvent some
traditional crimes. For example, many believe that distribution of
pornography has increased dramatically through use of the internet." 7
Primarily due to anonymity, "the Internet provides a particularly good
way to distribute illegal pornography. '' . Through the use of passwords and encryption, both the distributor and receiver of the pornography can conceal their identities." 9 One fascinating twist to the problem
of child pornography involves recent technological advances possible
through computer graphics."n Pornographers often take pornographic
images of adults, "replace the adults' heads with those of children[,] and
slim down the limbs and torso of the adults to make them appear
childlike."'' Although the traditional rationale for punishing child
pornographers has been that they "necessarily perpetrate sexual abuse
on children," high-tech pornographers can claim no children were used
or harmed."
A problem which parallels the distribution of pornography in the
media is the perceived increase in pedophilia caused by use of the
internet. As with pornography, the inherently anonymous nature of the
internet contributes to the success of some pedophiles." "The problem
is that by presenting himself as a minor, a pedophile can engage
children in email conversations and thereby arrange clandestine
meetings."' 24 An example includes the conviction of a 45-year-old
child molester who sent nude pictures and arranged a meeting at a motel
with "Jessica," who was in reality an agent posing as a 14-year-old

117.
118.
119.
120.
121.
122.
123.
124.

Friedman & Bissinger, supra note 8,at 9.
Id.
Id.
Id.
Id.
Id.
Id. at 8.
Id.
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girl."z Upon arrival at the motel, the man was arrested by the Federal
Bureau of Investigation and charged with "crossing state lines to have
sex with a minor and sending child pornography through the mail."'"
Many also agree that old-fashioned fraud schemes are increasing on
the internet. Pyramid schemes, chain letters, work-at-home scams, phony
sweepstakes, and bogus franchises constitute much of the fraud on the
internet. 7 The National Consumers League has established the
"Internet Fraud Watch," which has found that fraud on the internet
tripled in 1996." According to James Doyle, president of the National
Association of Attorneys General, " 'It's the growth area[,] ...
something that is going to make the mail and the telephone look like
old-fashioned devices.' ",29 For example, an Illinois man has been
accused of running a phony auto brokerage scam, an illegal online
raffle, and questionable investment schemes."3
Like other internet criminals, internet con artists take advantage of
the anonymity the internet offers.' Also, the informal nature of
internet interaction lowers the guard of some consumers.' According
to Susan Grant, director of Internet Fraud Watch, " 'I think that a lot of
people have this vision of the Internet as being a wonderful
place-which it is-but it's got some really dark back alleys to it.' "
Those who steadfastly oppose regulation of the internet argue,
however, that computers and the internet do not increase criminal
behavior. Rather, they assert that the internet simply makes it easier for
criminals to commit some crimes. According to Robbie Honerkamp,
engineer for Mindspring Enterprises and former Director of Electronic
Frontiers of Georgia,
[t]he internet doesn't cause any of these crimes. Child
pornographers are going to do what they do with or without
the internet. Someone who trafficks in child pornography
can simply distribute it more easily over the internet.
Instead of spending money on postage and materials to ship

125. Id.
126. Id.
127. Margaret Mannix, Have I Got a Dealfor You!: The Internet Hosts a New Breed of
Con Artists and Hucksters, U.S. NEWS & WORLD REP., Oct. 27, 1997, at 59.
128. Id.
129. Id.
130. l
131. Id.
132. Id.
133. Id.
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pictures via U.S. mail, they can just upload the gctures to
their web site, and charge customers for access.
Larry Curtin, Director of Information Technology at Georgia Institute
of Technology agrees: "The internet has not increased the prevalence of
these crimes."'35 According to Curtin, very little pornographic material
is actually produced for the internet, which merely serves as a secondary
method for delivery." 6 Curtin believes the internet has simply increased mainstream America's access to all types of information,
including pornography. 37 Curtin stated, "Combine computers' storage
and cataloging features, which give pornographic material an indefinite
shelf life, with instant access and anonymity, and these factors allow for
casual experimentation. But, the internet 3isn't going to make you
sexually attracted to a five or ten year-old."'
Thus, it is unclear whether crime has actually increased because of
the internet or whether the internet has simply made old-fashioned
crimes easier to commit. Therefore, it might be difficult to justify new
legislation on the basis that the internet makes certain crimes more
dangerous. Moreover, many agree that new legislation is unnecessary.
As Larry Curtin stated, "Child porn, for example, is already illegal. Just
enforce the existing laws.' 39
A close examination of the previously discussed cases involving noncomputer crimes supports Curtin's view. Those in favor of amending the
CFAA to include non-computer crimes assert that there is a "gap" in
existing laws." In reality, however, the government has had little
trouble prosecuting criminals of non-computer crimes under existing
laws. In Thomas, for example, existing obscenity laws were effectively
applied to a couple using a bulletin board system to transmit pornography. 4 ' Likewise, federal child pornography laws were sufficient to
convict the defendant in Carroll.42 Furthermore, as Demarle evidenc-

134. Interview with Robbie Honerkamp, Engineer for Mindspring Enterprises, Inc. and
Former Director of Electronic Frontiers of Georgia, in Atlanta, Ga. (Aug. 5, 1997). Mindspring
Enterprises is a popular national internet access provider. Id. Electronic Frontiers of Georgia
(EFGA) is an organization which has successfully challenged certain proposed state laws which
attempt to regulate the internet Id
135. Interview with Larry Curtin, Director of Information Technology at the Georgia
Institute of Technology, in Atlanta, Ga. (July 17, 1997).
136. Id.

137. Id.
138.
139.
140.
141.
142.

Id.
Id.
Adams, supra note 3, at 432; see also supra text accompanying notes 106-07.
See Thomas, 74 F.3d at 704-16; supra notes 59-73 and accompanying text.
See Carroll, 105 F.3d at 741-45; supra notes 74-79 and accompanying text.
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es, individuals using a computer to commit crimes have been subjected
to greater penalties within the sentencing structures already in place.'43
Even where crimes involving computers and the internet create issues
of first impression, courts are easily able to apply existing laws to new
facts.'" Therefore, it seems clear that the government possesses
adequate tools to prosecute non-computer criminals. Thus, the difficult
problem posed by crime on the internet is not the need for legislation
but enforcing the laws already in place.
V. ENFORCEMENT OF EXISTING LAWS

Existing laws criminalizing the underlying act, together with the
CFAA, provide government with the means necessary to prosecute all
types of crime committed using computers and the internet. However,
how law enforcement officials will catch computer criminals presents a
more difficult dilemma.
A. Obstacles to Policing Computer Crime
First, a great deal of evidence suggests that law enforcement agencies
are much more concerned with catching violent offenders than investigating computer crimes.' 45 Because of the constant need to respond to
911 calls, as well as the internal culture of police departments, few
police officers are eager to pursue computer criminals." Moreover,

143. See Demarle, 99 F3d at 82-86; supra text accompanying notes 108-16.
144. See, e.g., State v. Cohen, 696 So. 2d 435 (Fla. 4th DCA 1997). As an issue of first
impression, Florida's Fourth District Court of Appeal recently held that possession of
pornographic computer images of a child was punishable as a felony under Florida law. Id. at
441 (citing FLA. STAT. § 827.071(5) (1995)). The court stated:
[Tihe result we reach does not require an adventure into the new world of
cyberspace and virtual reality. Without reading words into the statute or stretching
the meaning of the statutory language, we hold that possession of pornographic
computer images of actual children constitutes possession of a photograph,
representation or other presentation within the meaning of [the statute].
Id. (citing FLA. STAT. § 827.071(5) (1995)).
145. Marc C. Goodman, Why the Police Don't CareAbout Computer Crime, 10 HARV. J.L.
& TECH. 465, 478-82 (1997).
146. Id. at 478-79. Goodman describes the internal culture of law enforcement:
The culture of law enforcement is one in which machismo and physical bravery are
greatly rewarded. Indeed, the highest honor most police departments bestow upon
their own is the "medal of valor," an award given only to a select few crimefighters who risk their lives in order to save others. Rescuing people from burning
buildings, arresting gang members who are armed with AK-47s, and pursuing
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compared to highly visible crimes such as murder, rape, prostitution, and
drug dealing, computer crimes are relatively invisible. 47
Second, the understanding of technology necessary to combat
computer crime presents a barrier to police detection. Very few
departments, if any, train officers to detect computer crime. 4 Generally, the only computer training police recruits receive consists of how to
use criminal database systems to check for warrants or stolen vehicles. 49 On the other hand, criminals traditionally have eagerly embraced technology."5° For example, long before they became common
in society, drug dealers used pagers to avoid detection and wiretapping.' Likewise, criminals quickly found illegitimate uses for
cellular phones and fax machines.'
Third, a significant barrier to police detection of internet crime is the
nature of the internet itself. The internet originally was designed to
provide innumerable pathways for messages to be sent: "[tihe internet
was designed to survive a nuclear war... ; if one route had been
destroyed, the message had to be able to 'react' and find a new path to
its intended destination."' 53 The endless pathways can make it nearly
impossible for law enforcement officials to catch computer criminals. 54 Hackers can avoid detection by weaving throughout countless
computer systems all over the world.'55 This behavior makes traditional means of detection, such as wire-tapping, impracticable since police

neighborhood rapists in long foot chases over backyard fences are the types of
activities that garner officers the accolades of their peers and promotions from the
police brass....
Of course, there are other cops-police officers who work mostly inside as
detectives, desk officers, and administrative officers. The functions assigned to this
group of individuals are not accorded the same level of respect given to real cops.
There is an omnipresent undercurrent of social stigma against those who fulfill less
dangerous duties in law enforcement, and derisive names are commonplace: "desk
jockey," "station queen,' "house mouse,' "pouge:' and "squint" are among those
most frequently heard.
Id.

147. Id. at 479.
148.
149.
150.
151.
152.
153.
154.
155.

Id. at 480-81.
Id. at 480.
Id. at 481.
Id.
Id.
Id. at 483.
Id.
Id.

https://scholarship.law.ufl.edu/flr/vol49/iss3/5

20

McCausland: Regulating Computer Criem After Reno v. ACLU: The Myth of Additio
COMPUTER CRIMES

would have to obtain a wiretap order for every path before a message
was sent.'
Finally, lack of resources presents perhaps the most significant
obstacle to policing crime on the internet. Resources often are allocated
within police agencies based upon the number of reported crimes."
However, due to its relative invisibility, many police chiefs do not
perceive the computer crime which occurs within their precincts.'
Even when police recognize the problem, training officers is an
expensive endeavor. 59 Updating equipment and training officers on the
types6 of computer systems necessary can easily become cost prohibitive.1 0
B. Solutions for Effective Policing of
Computer Crimes
Detecting computer criminals, however, is not an entirely lost cause
for law enforcement. Instead, law enforcement must rethink traditional
methods of crime detection if it hopes to successfully capture computer
criminals. First, our communities should build computer-competent
police forces. All officers should attain a minimal level of competency
about the crimes they investigate. For example, it is possible for a
computer criminal to program his computer so that all the information
it contains is automatically erased if a special bypass switch is not
used.'6' At the very least, police officers should have an expert at their
disposal whom they can call when confronted with computer crime
scenes." Police agencies should seriously consider hiring young,
knowledgeable computer science majors to join the force. 63
Additionally, law enforcement should pay close attention to the ways
in which the internet can make their job easier. Many of the characteristics of the internet which contribute to crimes can also help police solve
them. Sting operations require low-manpower, little time, and no fancy
equipment when conducted over the internet. Unlike prostitution stings
or drug bust operations, an internet sting is free from costumes, body
wires, and dangerous situations. A single officer easily can conduct

156. Id.
157. Id. at 484. For example, if a precinct had a 50% increase in the number of 911 calls,
it would likely receive a funding increase. Id.
158. Id.
159. Id.

160. Id.
161. Id. at 493.
162. Id.

163. Id. at 491.
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several, or even hundreds, of sting operations at once. For example, the
Federal Trade Commission (FTC) holds "surf days," when regulators
across the country scan the net for potential scams.' 61 Similarly, the
FTC has set up five sting pages on the world wide web, which resemble
typical scams but warn consumers that they were nearly victimized
when they reach the last screen. 6 Thus, "[tihe good news is that
while the Internet makes it easy to scam, the openness of the Web also
gives law enforcers an edge when it comes to monitoring."'"
Likewise, other types of criminal activity often can be detected easily
on the internet. For example, intemet service providers typically keep
logs of all activities which occur on their systems. 67 When illegal
material is posted, the logs can be subpoenaed as evidence to prove
when the material was posted, and by whom." Similarly, all materials
pertaining to a particular user, including e-mail records, can be
subpoenaed to investigate pedophilia charges, for example. 69 This
method, however, is not foolproof. If a hacker is savvy enough to
successfully delete all the log files relating to his crimes, there would be
no record of his activity.7 Nonetheless, investigating the logs of
intemet service providers often can provide a useful tool to capture
computer criminals.
VI. CONCLUSION

The need for legislation is the most popular modem myth regarding
computer crime. Perhaps this myth is promulgated by Congress and
other elected officials, eager to appear tough on crime in an election
year. In fact, with the CFAA and the ability to prosecute existing,
underlying offenses, government has the tools necessary to successfully
combat all types of computer criminals. The real challenge may lie in
law enforcement's ability to detect and catch computer criminals. Yet,
by increasing computer training of existing officers, hiring officers with
special computer knowledge, and using the unique aspects of the
intemet to their advantage, law enforcement agencies can effectively
capture offenders lurking in cyberspace.
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